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What is 
Information 
Security



The Game



Your Fort

It represents your 
WordPress Site





POSSIBLE OBJECTIVES



The Life bar

It represents the protection capacity of 
your website. 
More bar, more probability of winning.





Factors Affecting 
the Life Bar

● Each defense category that you add sums points, max of 100 pts.

● Not updating your site -> Lowers your bar by 5% / month.

● Additional admin/ disabled plugin -> Lowers by an additional 2% / 

month.

● 0 pts. means that even a script kiddie can hack your site.



Characters





● Hypatia of Alexandria 

(c. 350-415): Astrolabe

● Archimedes 
(c. 287-212 BC): Water 

displacement

● Ada Lovelace 

(1815-1852): First 

programmer

● Grace Hopper 
(1906-1992): COBOL

● Michael Faraday 
(1791-1867): 

Electricity

● Lise Meitner 
(1878-1968): 

Nuclear fission.

● Alan Turing 

(1912-1954): 

Turing machine

● Hedy Lamarr 
(1914-2000): 

Wi-Fi

● Leonardo da 
Vinci 
(1452-1519)



Good guys
● White Hat Hackers
● blue / red / purple team
● Security Analysts
● Technical Support
● Security Plugins



Luca

Our good guy hacker





Hackers 
"On their own"

● Gray Hat Hackers
● Hacktivists



Anika

Our freelance 

hacker.





● Black Hat Hacker
● Cyberterrorist / Criminals
● Script Kiddies
● Lone wolf
● Organized Teams

Bad guys



Cammy

Our Script Kiddie.
Life bar: 20-30pts.



Bruce

Our professional Black Hat Hacker.

Life bar: 50-70pts.



The General
Our organized team of black hat 

hackers. The bad boss. The Boss. 

Life bar: 100pts.



Attacks



How do you hack a 
WordPress site?





Attack Description Categorie Level

Phishing / Spam Injection or use of, to capture information. Reputation, Login





Examples of fake 
Plugins/Themes 

● plugins
○ wp-lazyload-{random 

chars}

○ task-controller

○ core-stab / core-engine

○ wp-zip

○ plugins

● themes
○ seotheme

○ classic

○ themes

wp-content/plugins
wp-content/themes





Attack Description Categorie Level

Phishing / Spam Injection or use of, to capture information. Reputation, Login

Brute Force / 
Dictionary

Try username/password combinations, informed 
or not.
💡Wikipedia: 10,000_most_common_passwords
💡haveibeenpwned.com

Login

https://haveibeenpwned.com/
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Attack Description Categorie Level

Phishing / Spam Injection or use of, to capture information. Reputation, Login

Brute Force / 
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Try username/password combinations, informed 
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Login
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New 
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Discover new vulnerabilities Investigation
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Attack Description Categorie Level

Phishing / Spam Injection or use of, to capture information. Reputation, Login

Brute Force / 
Dictionary

Try username/password combinations, informed 
or not.
💡Wikipedia: 10,000_most_common_passwords
💡haveibeenpwned.com

Login

XSS Redirection (JS) Reputation

New 
vulnerabilities

Discover new vulnerabilities Investigation

Man in the Middle Intervene communications Communications

DoS / DDoS Disable a service Communications, 
resources

SQL Injection Database attack Database

Ransomware Sequestration of data/files Files

https://haveibeenpwned.com/


Attack Description Categorie Level

Cryptomining Use of third-party infrastructure to mine crypto Resources



Attack Description Categorie Level

Cryptomining Use of third-party infrastructure to mine crypto Resources

BotNode Use of the infected site (zombie) as an attack 
platform.

Communications, 
Files





Attack Description Categorie Level

Cryptomining Use of third-party infrastructure to mine crypto Resources

BotNode Use of the infected site (zombie) as an attack 
platform.

Communications, 
Files

Cross-site 
Contamination

From a hacked site or a backup, infect other sites Files, database



Attack Description Categorie Level

Phishing / Spam Injection or use of, to capture information. Reputation, Login

Brute Force / 
Dictionary

Try username/password combinations, informed 
or not.
💡Wikipedia: 10,000_most_common_passwords
💡haveibeenpwned.com

Login

XSS Redirection (JS) Reputation

New 
vulnerabilities

Discover new vulnerabilities Investigation

Man in the Middle Intervene communications Communications

DoS / DDoS Disable a service Communications, 
resources

SQL Injection Database attack Database

Ransomware Sequestration of data/files Files

Cryptomining Use of third-party infrastructure to mine crypto Resources

BotNode Use of the infected site (zombie) as an attack 
platform.

Communications, 
Files

https://haveibeenpwned.com/




AI Conundrum

And what about the AI?



Defenses





Attack Defense(s) Category



Attack Defense(s) Category

Phishing / Spam Habilidad, Frontend monitor Reputation, Login



Attack Defense(s) Category

Phishing / Spam Habilidad, Frontend monitor Reputation, Login

Brute Force / Dictionary WAF, Limit login plugin Login





Cloud Firewall Network



Website host



Attack Defense(s) Category

Phishing / Spam Habilidad, Frontend monitor Reputation, Login

Brute Force / Dictionary WAF, Limit login plugin Login

XSS WAF, Files integrity scanner Reputation
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Brute Force / Dictionary WAF, Limit login plugin Login
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Attack Defense(s) Category

Phishing / Spam Habilidad, Frontend monitor Reputation, Login

Brute Force / Dictionary WAF, Limit login plugin Login

XSS WAF, Files integrity scanner Reputation

New vulnerabilities WAF, maintenance Research

Man in the Middle SSL Communications

DoS / DDoS WAF Communications, Resources

SQL Injection WAF, Logs Database

Ransomware Backups Files

Cryptomining Logs, users Resources, Reputation

BotNode WAF, Logs Communications, Files

Cross-Site Contamination Integridad de Files Files



Type Description Pts

WAF Web Application Firewall. 40

Summarizing the 
Defenses list
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WAF Web Application Firewall. 40

Monitoring Logs, scanners and triggers. 10
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Type Description Pts

WAF Web Application Firewall. 40

Monitoring Logs, scanners and triggers. 10

Backups Good strategy of backups 10

SSL Secured transmissions with / from a site 10

Maintenance / hardening Updates, obfuscation, reduce attack surface 20

Summarizing the 
Defenses list



Type Description Pts

WAF Web Application Firewall. 40

Monitoring Logs, scanners and triggers. 10

Backups Good strategy of backups 10

SSL Secured transmissions with / from a site 10

Maintenance / hardening Updates, obfuscation, constant minimization of attack surface 20

Expertise Human expert taking care 10

Summarizing the 
Defenses list



Combos





Remember!

∀COST Web down

< 

∀COST Web hacked



Security Liability

Site Owner

● App
● Data
● Security of the site

Hosting provider

● Networks
● Hardware
● SO
● Virtualization
● Security



WordPress 
Security

https://es.wordpress.org/

about/security/



MY Combo ❖ Monitoring 
vulnerabilities + 
internal WAF
➢ Patchstack

❖ Hosting 
➢ SSL
➢ Support + BackUps
➢ Managed plans

❖ Backups
➢ VaultPress (Jetpack) 

o BlogVault
o UpDraft

❖ Cloud WAF + CDN
➢ Sucuri ( or CloudFlare )

❖ Security plugins + 2FA
➢ WordFence Free (no WAF)

o iThemes Security
➢ Fail2Ban 

o Limit Login Attempts 
Reloaded

➢ CAPTCHA 4WP



The importance of
UPDATING

● Security patches

●           
           Keep in mind: Security 
patches appears AFTER exploits.

● Overwrite your site code with 
trustworthy code.

● >70% of succeed hacking 
attempts uses outdated 
plugins/themes.



Factors of AUTH:

● Something you are 
(fingerprint, facial id,...).

● Something you have 
(cell phone, yubikey, ...)

● Something you know 
(password, PIN, ...).

The importance of
PASSWORDS & 2FA

+factors,
+secure,

+complex












